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Proposed Presentation

1. Short Presentation of
@ Pilotddev and the
Al4DEBUNK project

2. Our findings on
A@ Disinformation and the
impacts of disinformation

O 3. The impacts of digital
transformation, Al and
disinformation on our work




|. Short Presentation of
Pilotddev and the
AIADEBUNK project

www.pilot4ddev.com

www.ai4ddebunk.eu



http://www.pilot4dev.com/
http://www.ai4debunk.eu/

Bridging the Gap Between
Innovation and Policy

PILOT4DEV is an independent Think-Tank
dedicated to transforming pioneering pilot
Initiatives into mainstream sustainable policy.

Civil Academic /
Society Research

@sion-

Makers

Governance Cities Climate Gender Equality Al & Digital Tools Disinformation Stakeholder Engagement
A NotebookLM



A Full-Spectrum Approach to Sustainable Development

TAR L

Research & Insight Digital Innovation Policy & Action

Publications & Analysis " Beta Testing Groups for B Multi-Stakeholder

: Innovative Solutions Engagement

Development of ;

Research " Digital Tools & Online B Trainings & Capacity

Methodologies Surveys Building

Cross-Country B Actionable Policy

Exchanges Recommendations

A NotebookLM



What is Al4Debunk

The project Overview

Al4DEBUNK is an EU funded project lasting 4
years, and gathering 14 partners in 8 countries.

It aims is to develop Al and participative tools
for Supporting Trustworthy Online Activity for
Citizens and to Debunk Disinformation.

The project seeks to merge sociological insights
on disinformation with practical, Al-driven
solutions designed to counter it effectively.

The project also has an educational dimension
to create games and comic books for young
people to build media literacy

University of
F6S Innovation Applied Sciences

Utrecht

National
University of
Ireland, Galway

Barcelona
Supercomputing
Center

Map of all the 14 partners of the Al4Debunk project

Al4Debunk

University of Latvia

Innovative Power

University of
Florence
R

Internews Ukraine

DOTSOFT




Groundlng our approach in the AI4DEBUN K initiative

Recent Methodological
Foundations

Trust, New Technologies and
| i ® | Geopolitics in an Uncertain World
Evidence- | (Peter Lang, 2025)

Based | B

Policy

Resilience ||

Governance [ |

A Sociological Approach to
®» | Disinformation and Al

s e : (Journal of Political Science, 2024)
Disinformation

N / Anticipatory Governance,
®  Planning and Dialogue
AI4DEBUNK Project: Analyzing the societal impacts of . (Peter Lang, 2022)
Al-driven disinformation to support European institutions. | .\ |

A NotebookLM



Questions Where do you most often
encounter questionable information?

Social Media ?

Where do you most often
encounter questionable information?

Online information?

Emails and communication ?

Reports?

Discussions ?

ORORONORS

24/09/2024 Al4Debunk



Our findings on
Disinformation

and the impacts
of disinformation?




Methodology AI4DEBUNK...

O ORORGIS

Review existing research- 1000 case studies identified

Interview Experts and stakeholders

Beta-tester group - Observation of reactions to
information manipulation and to our Al-tools

Online Survey for citizens perspective- Around 300
answers and an in person survey 175 answers

Multi-stakeholder focus groups - Discussion to share
perspectives and experiences



2. Online Survey the perceptions of the citizens, policy makers and the B AaDebunk

social media users

Online Survey: 334 respondents provided insights into citizens Disinformation and Al perceptions.
Platforms Monitoring: Identification of fake news and narratives on X, Meta, YouTube, TikTok, and

Telegram.

Insights and results:
Citizens perceives
social media as a
vector for
misinformation.
*Platform moderation
Is viewed as crucial for
countering
disinformation.

Where did you encounter news that
you believe to be fake or misleading?

D T,
Newspaper Radio
- 4%
9.0

L& L




Online Survey: Results

Where do you consume your news? (Select all that apply) Where did you encounter news that you believe to be
fake or misleading?

[l News consumption
. Source of fake news

300 200
250 250
200 500
130 150
100 100
: mEmm I e PR
Online News Websites TV MNewspapers Radio Social Media  Others Online News Websites TV Newspapers Radio Social Media ~ Others

17/03/2025 Al4Debunk 12



Questions What impact do you think
disinformation has on society ?

@ Low ?
@ Moderate?
@ High?
@ Very high?

Al4Debunk



Question? which measures do you
think is the most effective In
combating fake news?

@ Greater Public Education ?

Increased cooperation? ‘ : ; \

Technological solutions?

Policy and regulation ?

Other ?

ORORORS

24/09/2024 Al4Debunk



Z.
hat impact do you believe fake news has on society?

Online Survey: First overview

What impact do you believe fake news has onsociety? ~ What measures do you think would be most effective in

B Vhatimpact do you believe fake news has on society? com batl ng fa kE N EWS? (S’E I EEt U p tD 2 O ptl Dns)
250
2.7%
200
36.5%
150 33.2%
. Greater public
100 education on media literacy
Increased collaboration
50 . Technological solutions
. Policy solutions and regulations
D —
1 2 3 4 5 Other
o Impact Very significant impact

15.3% 12.3%

Al4Debunk 15



Topics for research

Opportunities and limits to critical
thinking as a response to
information manipulation

Population groups most
vulnerable to disinformation

The effect and sucesses of existing
policies to regulate information
mManipulation

ldentification of threat actors
involved in information
mManipulation campaigns

Al4Debunk

ldentifying polarizing narratives
and inflame of political, ethnic,
religious divides in our societies



The Tool

Q AldDebunk 5

Check any content

K any content Detect deepfake content
Chec \'] :
Just provide some text and/or a file, and we will try to check it

Check if an image caption is accurate
you.

Does the image caption match the content of

the image?
i Provide them here and find out!
»-fill not available




Videos: www.AI4DEBUNK.EU

INTRODUCING

AI4Debunk




#1 Al4aDebunk

Interim
SOCIOLOGICAL
ASSESSMENT
INCLUDING GENDER
ANALYSIS AND MULTI
STAKEHOLDERS

RECOMMENDATIONS




D13.5: Intermediate D13.1: Intermediate report

recommendations from on the resilience
the task force. mechanisms triggered.

WP13
Outputs

(July 2026) |

\ D13.2: Update of the |

y . Gender Equality Report and 1

g - Training given in Florence
on Gender Stereotypes.

D13.4: Intermediate report
on multi-stakeholders'
perspectives.

{ D13.3: Report on the
- comparison of prototypes
| and tools (UL).

A NotebookLM



WP 4-5 Deliverables available Online “1 Al4aDebunk

Al4Debunk

Al4Debunk . )} AlaDebunk

i . ‘ -7 Fake News,
Disinformation: theoretical \ ¢) Media Literacy and
i . " : N Critical Thinking =
framework ahd poll.cy Sttt N Information Manipulation and :
in the European Union | EU Response Effectiveness s et | gt iy s i

nation and misinforma

This is a summary of Public Deliverable D4.];

for more detailed information, refer to the full document This is a summary of Public Deliverable D4.2.

Please refer to the full document to find the detailed information

D4.1. Information and Disinformation Frameworks
D4.2: Information Manipulation in the EU Media Ecosystem

D.5.1. Disinformation target groups in the EU member states, and sources and hosts of
propaganda

D.5.2. Narratives and foreign interference throughout Europe illustrated by case studies
+ 2 Policy Briefs



http://www.ai4debunk.eu/

3. R5 (Pan-European Strategy)

=42

The consortium has Brussels
fostered broad adoption
by conducting surveys and
questionnaires in eight
countries: Belgium,
France, Netherlands,
Latvia, Ukraine, Greece,
Bulgaria, and Italy.

Furthermore,
multi-stakeholder focus
groups were organized in
key European cities,
including Brussels, Kyiv,
Riga, and Sofia (Task
13.4).




=1 AlaDebunk

Action Plan

. . - . . . A Strategic Roadmap for
Multi-stakeholders’ perspectives on resilience to disinformation (focus groups) Al and ?/Iedia Literapcy

EDUCATIONAL &
COLLABORATIVE PILLARS

Media Literacy: Integrate Al detection with structured education

Integrate Al Detection

into Education:

Modern curricula must be updated
to include structured Al detection

training, ensuring media literacy f y Prioritize Inclusive and
keeps pace with technological shifts. ‘E Secure Design‘

Develop Al models that are aware
of user vulnerabilities while

maintaining rigorous cybersecurity
standards to protect the public.

curricula

Coalitions: Support partnerships between authorities, NGOs, and
tech firms

Ethics: Maintain ethical oversight

% Support Multi-Sector
Coalitions:
| Foster strong partnerships between /=

government authorities, NGOs, and

tech firms to create a unified front A8
for media literacy initiatives.

Engage Users Through

). Narrative:

Increase user adoption and
understanding by creating a
compelling “story behind the tool” to
humanize the technology.

(), Establish Sustainability A
& Pathways:
Secure the future of Al projects by 5 Maintain Ethical Oversight
defining post-project funding streams A" and Trust:

?::pg’:sg";ﬁ{‘?;: rganizational Buiid public confidence by
establishing transparency around Al
tools and ensuring constant ethical
monitoring of their impact.

A NotebookLM



2. R4 (Vulnerable Groups & Gender)

Respondents

Countries Multiple Languages

.

./

~

An in-person survey completed with 135 respondents in 8 countries and different
languages ensured the participation of vulnerable groups in the consultation.

Technical Analysis Node

Technical partners are currently analyzing these results.

A\ NotebookLM



The impacts of
disinformation,
digitalization

and Al on
our work




Question?

What impact
does :
disinformation 4

have on you?




Online media and Al are actively reshaping the baseline of evidence-based work

Traditional Information Ecology

H—E—

The Catalyst:

The rapid integration of Al into both the
creation and consumption of digital
media.

The Disruption:

Disinformation operates at unprecedented
speed and scale, muddying the data
sources researchers rely upon.

The Current Reality

The Imperative:

A drastically elevated need for critical
thinking and rigorous methodological
validation within consultancy missions.

A\ NotebookLM



Globalised conspiracy narratives actively erode the
foundations of professional dialogue

Impact on Trust

Deep-seated narratives
breed skepticism,
directly undermining the
credibility of institutions
and consultants.

Impact on Dialogue

Stakeholder engagements
and field evaluations become
paralyzed by competing,
unverified realities.

Impact on Evidence

Baseline data and community
feedback are increasingly contaminatec
by synthesized or coordinated online
manipulation.

A\ NotebookLM



How do you use Al In
your work?




The unregulated use of commercial Al introduces severe
vulnerabilities into evaluation worktlows

Confidentiality Breach

Proprietary project data and
sensitive stakeholder identities are
ingested into public training models.

Unseen Bias

Algorithmic outputs reflect the
Al TOOI unverified, potentially skewed data
the generic model was trained on,
warping sociological evaluations.

Generic Public

Sensitive Evaluation
Data & Client

Interviews Reliability Failures

Hallucinations pass as factual
analysis, fundamentally

compromising the integrity of
evidence-based consultancy.

A NotebookLM



Protecting methodological integrity requires
shifting from generic to bespoke Al models

Data Environment

Training Baseline

Bias Control

Output Reliability

Generic Al

Public, shared servers. High risk
of data leakage.

Unauditable internet scraping
(prone to disinformation).

Opaque parameters; researchers
cannot trace the logic.

Highly vulnerable to confident
hallucinations.

Tailored Consultancy Al

Localized, secure sandbox.
Absolute confidentiality.

Exclusively trained on verified
methodologies, institutional
frameworks, and rigorous project data.

Transparent weighting; researchers

control and audit the analytical
lens.

Output is strictly anchored to the
specific evaluation mandate.

A NotebookLM



Developing proprietary Al tools presents a strategic opportunity for repositioning

Research & Analysis

Al deployed as a secure synthesizer for
large-scale, multilingual datasets,
accelerating evidence gathering without
compromising quality.

Tailored
Al Engine
Training & Capacity Building

Bespoke models used to simulate complex
policy scenarios and train evaluators on
identifying digital disinformation.

o

S

Evaluation Rigour

Automated stress-testing of evaluation
frameworks, cross-referencing findings
against established geopolitical and
sociological baselines.

A NotebookLM



Integrating AI4DEBUNK insights into our
operational methodology

Acknowledge the Audit the Tools Build the Future
Lands Cape Immediately reassess the Strategically invest in the
Recognize that globalised risks of utilizing generic Al development of tailored,
conspiracy narratives actively models for processing secure Al methodologies built
distort field dialogue and sensitive client explicitly for research
baseline trust. evaluations. environments.

Strategic Discussion: How will your practice area adapt its validation frameworks to
guarantee integrity in an Al-accelerated evaluation cycle?

A NotebookLM



Navigating tensions while maintaining integrity

The landscape of disinformation will continue
to evolve, and the noise will grow louder.

Our mandate is not to avoid new technologies, but to
subjugate them to our highest standards of rigour.

We must build the tools, secure the data, and
rigorously defend the evidence.

Universalia Learn & Lunch | AI4DEBUNK Initiative

A\ NotebookLM



Thank You

Pascaline Gaborit- Pilot4dev

W ai4debunk
iNn Al4Debunk

@ ai4debunk.eu

<] Pascaline.Gaborit@pilot4dev.com - + 32 497 57 82 70

Purced by e turcpean Union uncer 150 Grant Agrosment No 110500
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